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This project is a judicial impact study of the United States Supreme
Court decision in Carpenter v US (2018), which modified the judicially
created “third party doctrine,” that allows law enforcement to seek
information from third parties (banks, phone companies, internet
providers, etc.) without the use of a search warrant.

Project Purpose

A qualitative content analysis was conducted of 231 decisions of
criminal cases. In these cases, law enforcement were able to obtain
defendant information utilizing cell-site location data, camera
surveillance, IP addresses, bank records, subscriber information, GPS,
as well as through a variety of other software and databases, without
the use of a warrant. Defendants in these cases have filed claims of
fourth amendment violations under the decision granted through
Carpenter.
This study uses legal decisions from litigated cases since 2018 to better
understand the scope of third-party usage by law enforcement, focuses
on both the primary question of how case outcomes have changed as a
result of the Carpenter decision and a broader question of better
understanding the population of cases utilizing the third-party doctrine;
with additional examinations of criminal investigations involving
third-party doctrine requests and what types of third-party doctrine
tools were used

United States v. Carpenter
and the Third-Party Doctrine
The “Third-Party doctrine” (TPD) “allows law enforcement to seek information from third parties (banks, phone
companies, internet service providers, etc.) without a search warrant. It is based on the principle that when an
individual conducts business with a business or organization, like a phone company or bank, they have no
privacy interest in the transaction records of the user’s business relationship. And as a result, they cannot make a
claim to be protected under the Fourth Amendment to the U.S. Constitution against “unreasonable searches and
seizures” and government actors are not required to seek a warrant” (Gizzi & Curtis, 2016).
In 2018, the Supreme Court decided a case that for the first time limited the government’s ability to conduct
warrantless searches under the third-party doctrine. Carpenter v. United States which involved law enforcement
requests to cell phone providers to provide “cell site location information” (CSLI) for specific phones.
Cell-site location information (CSLI) refers to a cell phone's location that can be detected through global positioning
system (GPS) data. CSLI refers to the information collected as a cell phone identifies its location to nearby cell
towers (NACDL, 2020).
These records provided a detailed set of breadcrumbs providing information as to the location of a user’s cell phone.
The Supreme Court held that the privacy interests were so significant that the third-party doctrine would not be
applied to this type of request. The Court’s decision was seen as the first step in reconsidering the third-party doctrine.

Methods
The legal analysis citation tool known as Shepard’s Citations was used to complete list of citations for the case
Carpenter v. United States were included from June of 2018 to September of 2020. Each case was downloaded,
and imported into MAXQDA software, where cases were then read and coded for a variety of different variables
in a qualitative content analysis. They were organized into state and federal courts, and several additional
variables were added for later analysis.
We anticipated that many case outcomes would be influenced by the good faith exception to the exclusionary
rule, which holds that if the officer’s actions were legal at the time they occurred, then new precedents would not
be applied. As a result, we were less interested in “who won?” but in better understanding the scope of the thirdparty doctrine itself.
A code book was developed three research questions:
• What was the alleged crime in the case?
• What third-party doctrine surveillance tools did the case use?
• What legal doctrines were utilized and what arguments did the court make to justify their decision?

Code
Book

Results

• Law enforcement utilize a great number
of various surveillance tools when
investigating crimes.
• Historically the third-party doctrine
covered such things as warrantless
requests for bank and phone records.
The cases examined here suggest that
TPD is used with a variety of other tools.
• The data showed differences in
surveillance techniques used by crime.
For example, sexual misconduct cases
(primarily child pornography/distribution
cases) were much more likely to involve
TPD tools like obtaining IP Addresses
and subscriber information from internet
• CSLI was used especially in homicide,
robbery, and drug cases

Legal Doctrines
Defendants won in only a handful of cases.
Much of this was was attributed to:
• The Good Faith Exception – used when the
factual dispute occurred before the Carpenter
decision, triggering the court’s retroactivity
rule. For many, had their cases occurred
today, they might very well have won (As
there were 176 cases in which CSLI was
used).
• Stare Decisis - Judges were hesitant to
expand the Carpenter decision to include
other third- party doctrine tools—not wanting
to be potentially over-turned on appeal

Differences Between State and Federal Courts
There were several notable differences between Federal and State
decisions

Most homicide cases are adjudicated at the state level as they
determine was constitutes the crime and define and outline the
punishment for the offense. There is very specific criteria for murder
offenses to become federal, of which only 12 of our cases met that
criteria out of the 64 homicide offenses.
Drug cases are harder to explain, as drug crimes are offenses at state
and federal levels. Most of these cases involved large scale drug
distribution across state lines, which is commonly prosecuted in
federal court. The same can be said for sexual misconduct offenses,
due to the severity of the crime, many become aggravated when they
involve sexual abuse and/or exploitation of children, human
trafficking, child pornography and/or having multiple different
offenses.
The prevalence of CSLI is likely an artifact of the fact that all of
these cases involved analysis by lower courts of the Carpenter
decision. It is difficult to assess how common CSLI is in
comparison with other TPD tools.

State Cases

Federal Cases

Discussion
There are several useful findings from this study:
• The only cases where defendants prevailed were in state courts. This is consistent with other research. State judges feel
less constrained by Supreme Court precedent than federal judges.
• The TPD subpoena for the use of cell-site location information was frequently treated by courts as the same as a warrant,
as it was based on probable cause (novel concept, since, by definition, it isn’t a warrant).
• The courts refused to extend Carpenter to real-time CSLI, or to distinguish between short-term and long-term
surveillance. Most judges were reluctant to modify the TPD at all
• As expected, there was frequent use of the good faith exception to the exclusionary rule. Had these cases occurred postCarpenter the outcomes would differ.
• We were able to gain a much clearer picture of the types of cases where the third-party doctrine is used, and the full scope
of surveillance tools where TPD information is sought.
• While Carpenter is viewed as an advancement for individual privacy rights, the lower court decisions in the two years
since it was decided have not advanced that much.
• Content analysis confirmed that the good-faith execpetion would be used to deny offenders positive outcomes on appeal
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